CELL TOWER JUNK SCIENCE
by Michael Cherry, Edward J. Imwinkelried, Manfred Schenk, Aaron
Romano, Naomi Fetterman, Nicole Hardin and Arnie Beckman.

Investigators frequently use cell phone Call Detail Records to place a
suspect near a crime scene, and for years prosecutors have successfully
convinced jurors that the Call Detail Information from cell tower assigned
to the call can reliably specify a person's location at the time of a call. But
in reality it takes simultaneous information from at least three different
locations to locate or track a caller and to determine his or her latitude
and longitude. Prosecution experts acknowledge that the use of
accounting department call detail records are not precise as the caller
need not be immediately adjacent to the cell tower, but they suggest that
the accounting data proves that the caller was within a mile -- or five miles
-- or ten miles — of the tower. The problem is that their underlying claim is
false even when it is combined with boxes of the following accurate
information:

* Cell tower latitude and longitude and street address;

» Telephone company drive test maps that validate cell phone reception
within the intended coverage areas;

» Maps showing radio frequency (RF) coverage for each cell tower; and

» PowerPoint representation of defendant's travels based on multi-tower
tracking.

The Federal Communications Commission understdrasestevant science. That
is one of the reasons why they have mandated theleas carriers provide
Emergency 911 location information by one of twamoels: handset-based,
where location information is generated by GPSrailar technology installed
in the caller’s handset, oetwor k-based, where location information is
generated by triangulating the caller’s wirelegmal in relation to nearby cell
sites in the carrier’s network. The FCC'’s rulesuiegjwireless carriers to
identify the caller’s location for a specified pentage of 911 calls within a range
of 50 to 150 meters for carriers that use handaséd GPS triangulation, and
100 to 300 meters for carriers that use networletb&isangulation. No one who
understands the relevant science would ever cladtndata from a single cell
phone tower is adequate.

The following cases were won by hard working deésdNicole Hardin, Aaron
Romano, Naomi Fetterman and Arnie Beckman. Thegiaced to rely on
their cross examination skills as the company Blpideletes the data within a
few weeks -- well before the defense counsel haspportunity to seek to
discover the data.

NICOLE HARDIN, Ocala Public Defender

The first time | came across cell tower evidences imahe first trial of State v.
Adrian Brown [2008-CF-4862-A]. | was part of a pbemenal team of public
defenders (Tricia Jenkins and John Tedder). Wealzabe with an eyewitness
with a multitude of weaknesses and inconsisteranelscell phone tower
evidence. The first trial was for First Degree Marrdnd the State was seeking
the death penalty. | remember getting assigneghibee records because |
seemed the most adept at technology. | had pilepides of phone records, and
cell tower locations, and longitude and latitudenbers. It felt overwhelming.



And it was not only overwhelming - it appeared éodamning evidence, placing
our client in the area right after the murder aadking him from Ocala to
Miami in the hours following the murder.

Then the Assistant State Attorney listed a “netwemgineer” affiliated with
Sprint the day of jury selection and the Judgesediuo exclude him.

| had a crash course in cell phone technologyér3ihours before the
deposition. | read blogs and tech articles frorerscé sites that chipped away at
the “science” of pinpointing a location throughlg#ione “pings” from single
towers. | learned a lot in only 36 hours, but | dat count on how much the
State would oversell the “science” to the jury. @st trial resulted in a hung
jury. We underestimated how much the prosecutiosinglying on the cell phone
tower evidence - and how much they were oversethiegechnology. The State
Attorney called the Sprint phone worker as thest l@itness, he gave a power
point presentation, and the State’s rebuttal cipalgument relied almost
exclusively on how the “pings” of the defendantdl phone had proved their
case. The Assistant State Attorney actually watketind the courtroom saying
“ping, ping, ping” and tracking the phone in eviderto the defense table.

In the retrial we were much more prepared. | fodussavily on winning big
concessions on cross from their engineer. Relyinfgderal cases, | filed a
motion to suppress the evidence for retrievingrédwerds without a warrant to
track the defendant. When we lost that motion andihg because the phone
was registered in someone else’s name. We thesddan fighting the
technology and finding a way to make the jury $eelimits. We brought in
experts, hiring Cherry Biometrics. We consultedstantly with them, and |
worked extensively on preparing a cross with thelp. The State’s “smoking
gun” ping evidence wasn't anywhere close to coratusl| learned it was shaky
evidence that did not prove much at all. In theak the State waived the death
penalty.

When they called the engineer, | crossed him withstjons on all the factors
that affect which tower picks up a call. This tirhgjon important concessions
on cross examination. Their “engineer” admitteceotiowers would pick up a
call if there was tower updates or maintenancegyoim-and he had no idea if
that was happening when the calls were placed ddetted that GPS or
triangulation (the use of determining location thgb multiple towers) was far
more accurate than the method he was presentingdiméted that which tower
picked up a call was determined by at least 2@udfit factors, and he had no
idea if any of those were a factor in our caseatimitted that this was not at all
an “exact science” and the biggest concession &t admitted that you
could be picked up by one tower when you were weheising the phone in the
radius of that tower. In plain English, his whoéport could mean nothing - he
could not say for certain that the phone was uséld radius of the tower that
registered the ping. After Tricia Jenkins (leadrtsrl) tore apart the eyewitness,
the jury returned a verdict of not guilty. We gotwalk our client out of the
courtroom - an amazing fight and outcome. Parhaf victory was challenging
the State on attempting to convict our client oaksttechnology. We were able
to show the jury that the tower evidence was netsthhoking gun - and it wasn’t
enough to convict our client. There are tools inasenal for this fight - from
recent decisions requiring warrants to use thentgolgy, and an emerging



understanding that cell tower tracking has enorntioigations. And juries are
willing to listen - and acquit.



AARON ROMANO and NAOMI FETTERMAN, AARON ROMANO P.C.
Four co-defendants were testifying against himthedState claimed to have
indisputable scientific evidence placing him at ¢thiene scene, but still our client
refused to plead guilty. Charged with home invasiobbery, burglary, assault,
larceny, accessory to kidnapping with a firearnd eonspiracy, he faced a
potential one hundred and forty-five (145) prisentence. The four co-
defendants each had long criminal records and teatkrdeals with the
prosecution in exchange for their testimony agadustclient. With their
conflicting stories and blatant personal motivatithe co-defendants could be
challenged, their credibility undermined; howevhgere remained the evidence
that the State trumpeted would conclusively demratesour client’s
participation in the crime: cell phone tower “pindgita. Complete with
propagation maps and tower locations, the Stateopted our client could be
tracked by his phone calls to persons he knew gsdgressed from his home to
the site of the home-invasion, a concept that taee3ikened to a game of leap-
frog.

This facile explanation of cellular technology,ngsi series of single cell towers
as a tracking mechanism, aroused the suspicioauwt appointed attorney,

Aaron J. Romano of Bloomfield, Connecticut. Aftentacting Michael Cherry

of Cherry Biometrics and speaking with Manfred Sthean engineer employed
by Cherry Biometrics, the fallacy of the State’'guanent was swiftly revealed.
Contrary to the State’s assertion, a cell phonledess not have to use the closest
tower or the nearest tower.

Armed with this information, Attorney Romano demadd Porter Hearing,
Connecticut’s equivalent of a Daubert Hearing et the validity of the State’s
theory. At the hearing the State presented itsreéxyithesses, a former telephone
company employee, while Mr. Schenk testified ondifedf the defense. At the
hearing and subject to a blistering cross-exanonathe State’s expert was
forced to admit what Attorney Romano already knihat a cell phone call does
not have to use the closest tower or the nearestrtdJIitimately though, the
Court deemed the cell phone ping evidence admeéssilelspite its inherent flaws,
and so the case proceeded to trial.

At trial, the State again proposed that our clentovements could be
ascertained simply through examining cell toweatmn. Attorney Romano
countered with Mr. Schenk who explained to the phiat the State’s postulations
were substantially contradicted by the scientiéalities of cellular technology.

In his closing, Attorney Romano emphasized thabtilg accurate way to
determine an individual’s location is through trse wf a Global Positioning
System (GPS). Unlike cellular phones, GPS operaieg) satellites. Pursuant to
FCC regulations, cell phones are now required tdato GPS chips as part of an
E911 initiative. This is so that emergency resposidan accurately locate a
caller in distress. If the methodology proposedheyState was at all accurate,
there would be no need for the government to redBPS chips in phones. In
fact, the only context in which this sort of trasgisystem is employed is
criminal prosecutions. All other commercial indiesgrand scientific
communities, such as the trucking industry, esctigsvprocess because it is
unreliable in praxis and unsound in technicsen police departments employ
GPStechnol ogy with their own employees. A methodology that has been



determined by independent government agencieorim aible stake a caller’s
life on should not now be accepted as reliable ghaa risk a defendant’s
liberty.

In the end, the jury viewed the “ping” data as [gely what it was:
manufactured evidence designed to imply our clgegtiilt. It did not work. On
December 15, 2010, our client heard the jury fomea pronounce “Not Guilty”
on all seven charges.

* Pursuant to Connecticut law, a case resultingniracquittal is not subject to
disclosure.

Therefore, our client's name has been redacted fhisrarticle. If anyone is
interested in obtaining copies of pleadings, trapss; or desires further
information, please do not hesitate to contactt ((860)286-9026.

Arnie A. Beckman, Deputy Public Defender, Denver, CO

In the first State v. Johnson Murder Trial the p@sion utilized an
“expert” in the area of historical cell phone degaords analysis to

place our client near the crime scene on the mifjtite killing.

During his power point presentation we felt helplas we watched a red
dot moving around a map as a demonstration of leemtts movements on
the night of the offense. Although this demonsteatvidence was
disclosed to us in advance, the persuasive powits wfoving dot did

not strike us until we were watching it with theyjuAfter hanging11

to 1 in favor of guilt on felony murder and 6 t@® murder after
deliberation we knew the areas we had to improwmn upcluded
confronting the cell records expert on retrial.

We retained Cherry Biometrics and Michael Cherrgdmeworking with us
in July explaining the technology underlying cedllope communication
and the fallacy of historical cell phone data resaanalysis in

locating individuals. Our preparation assumed tosgcution’s expert,
a police detective who had attended about 80 hafursll phone
training in GPS, geo-location and historical respitid not understand
the technology since he simply omitted from histftrial presentation
any information regarding the process by which sigdls are selected
to handle calls at a particular time. This omissaihthe jury and us
with the impression that the proximity from thelg#one to the cell
site was the determining factor. Therefore, he kaied in the first
trial, a cell site near the crime scene that hahdleall attributed

to our client necessarily located our client int ugea.

Armed with the knowledge we received from CherrgrBeétrics and with
Manfred Schenk in the courtroom, the prosecutienjsert presented much
more complete and accurate information about agilad site selection.

On cross examination he revealed that he actuaiggssed some
knowledge on how the technology of a signal enda particular site.

From there he had to admit that some calls he aedlgnd presented
during his direct testimony were utilizing siteto34 miles apart in a

single 30 second call, that this was common andiplesfor every call
presented (including those attributed to our cligho lived 15 blocks

from the crime scene), and that he did not havedberded information



to determine why those particular sites were @ilizince he did not

have records from the sites showing traffic voluomehe night in

guestion. We neutralized the prosecution's experhg the cross

examination to such a degree that we did not needlt Manfred Schenk to
explain the technology and the fallacy of usingstheecords to determine
location. Despite this his presence in the courtreontributed greatly to the
people's expert's toned down and more completaerdate presentation of
information on how historical cell phone recordsmat locate a cell phone at a
particular time.

In closing the DA conceded that the cell phone mtemd tower analysis

did not show our client's location. They said tppasite in the first trial. The
next step in Colorado is to get a Shreck (Daulbezdying on this evidence. |
think given what the people's expert gave me oa<tioere is little chance a
good judge would ever allow this in front of a jufye/she had the chance to
hear it flushed out at a pretrial hearing.
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